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(57) ABSTRACT

One embodiment of the present invention discloses a method
and system for implementing concurrent access of multiple
bearer protocols in a M2M platform. The method comprises:
after receiving an uplink message of a terminal, an access
module of a M2M platform determining a bearer type of the
uplink message, obtaining corresponding key information of
the bearer type, and packaging the key information and an
original datagram of the uplink message into an internal mes-
sage to send to a service module of the M2M platform; and
after completing a service processing flow based on the inter-
nal message, the service module packaging datagram
response contents and the key information into a downlink
message to send to the access module, which sends the down-
link message to a terminal corresponding to the downlink
message based on the key information after receiving the
downlink message.

11 Claims, 3 Drawing Sheets
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1
METHOD AND SYSTEM FOR REALIZING
CONCURRENT ACCESS OF MULTI-KINDS
OF BEARER PROTOCOLS ON
MACHINE-TO-MACHINE (M2M) PLATFORM

TECHNICAL FIELD

The present invention relates to the M2M platform field,
and more particularly, to a method and system for implement-
ing and supporting concurrent access of multiple bearer pro-
tocols in a M2M platform.

BACKGROUND OF THE RELATED ART

The Machine-to-Machine/Man (M2M) is a networked
application and service technique which takes machine ter-
minal intelligent interaction as core. It uses wireless commu-
nication as an access means to provide a synthetic informa-
tization solution for customers by embedding a wireless
communication module into the machine so as to meet infor-
matization requirements of the customers for aspects such as
monitoring, commanding and dispatching, data collection,
and measurement.

The Wireless M2M Protocol (WMMP) is an application
layer protocol designed by the China Mobile for implement-
ing data communication processes between a M2M terminal
and a M2M platform, between M2M terminals, and between
the M2M platform and an application platform in M2M ser-
vices. Bearer protocols of the WMMP protocol include the
China Mobile Peer to Peer (CMPP) short message protocol of
the China Mobile, the Transmission Control Protocol/Inter-
net Protocol (TCP/IP), the User Datagram Protocol/Internet
Protocol (UDP/IP) and the Unstructured Supplementary Ser-
vice Data (USSD), etc, a protocol stack structure of which is
shown in FIG. 1. These different bearer protocols are applied
to different M2M service flows and scenarios, for example,
the CMPP is usually used when the platform calls the terminal
actively, the UDP is used when the network quality is poor,
the TCP is used by key information and multiple flows inter-
action, etc.

With the continuous popularization and application of the
M2M, there are various types of terminal accesses, and the
M2M platform is required to support multiple bearer proto-
cols simultaneously.

Currently, a typical implementation method in the industry
is to configure a plurality of access servers, deploy access
modules of multiple bearer protocols on several servers
respectively, and analyze their born WMMP protocol data-
gram respectively. Each access module establishes a link
connection with a service module, while link maintenance
function of the service module and each access module is
required to be implemented to control a connection state of a
terminal.

However, the above implement method has following
problems.

1. A plurality of access servers is required to be configured
and a plurality of access modules is required to be installed in
the M2M platform, so the hardware cost is high;

2. The implementation of multiple service modules is more
difficult when the capacity is expanded, and each service
module is required to connect with an access module of each
bearer protocol;

3. The reusability of software development is low such that
the implementation of one function needs to be accomplished
on a plurality of access modules;

4. Inspection problems and signaling tracking are compli-
cated, since the bearer protocol of a terminal is required to be
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2

determined first such that the problems can be inspected and
signaling can be tracked on corresponding modules.

SUMMARY OF THE INVENTION

In order to solve the existing technical problem, one
embodiment of the present invention provides a method and
system for implementing concurrent access of multiple
bearer protocols in a M2M platform so as to implement uni-
fied management of an access module and link of the M2M
platform and support WMMP concurrent access of multiple
bearer protocols such as CMPP, TCP, and UDP simulta-
neously.

The present invention provides a method for implementing
concurrent access of multiple bearer protocols in a M2M
platform comprising the steps of:

after receiving an uplink message of a terminal, an access
module of a Machine-to-Machine/Man (M2M) platform
determining a bearer type of the uplink message, obtaining
corresponding key information of the bearer type, and pack-
aging the key information and an original datagram of the
uplink message into an internal message to send to a service
module of the M2M platform; and

after completing a service processing flow based on the
internal message, the service module packaging datagram
response contents and the key information into a downlink
message to send to the access module, which sends the down-
link message to a terminal corresponding to the downlink
message based on the key information after receiving the
downlink message.

Preferably, the bearer type includes China Mobile Peer to
Peer (CMPP) short message bearer, Transmission Control
Protocol (TCP) bearer, and User Datagram Protocol (UDP)
bearer.

The step of determining the bearer type of the uplink mes-
sage comprises: the access module determining the bearer
type of the uplink message based on a SOCKET link attribute
of the uplink message: a message transmitted on a SOCKET
link actively connected to a short message gateway is CMPP
short message bearer, a message transmitted by a SOCKET
connection received on a TCP interception port is TCP bearer,
and a message received on a UDP interception port is UDP
bearer.

Preferably, when there is a plurality ofthe service modules,
the step of packaging the key information and the original
datagram of the uplink message into the internal message to
send to the service module of the M2M platform comprises:

taking a subscript of each service module as an integer;

after obtaining a sum of the last 6 character values of a
terminal serial number in the uplink message and taking a
modulus of the obtained sum and the number of the service
modules, sending the internal message to a service module
whose subscript corresponds to the modulus.

Preferably, the key information contains the bearer type, a
terminal serial number and a link ID.

The step of sending the downlink message to the terminal
corresponding to the downlink message comprises:

the access module determining a bearer link corresponding
to the terminal based on a recorded corresponding relation-
ship between the link ID and the terminal serial number of the
terminal, and sending the downlink message to the terminal
based on the determined bearer link and the bearer type in the
key information.

Preferably, the key information further contains connec-
tion time or data transmission time of last time.

The method further comprises: if the access module deter-
mines, based on the connection time or the data transmission
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time of last time, that duration of a non-activated state of the
bearer link is exceeded or no data transmission occurs in a
time period, actively deleting a record of a corresponding
relationship between the terminal and the bearer link.

Preferably, the step of sending the downlink message to the
terminal corresponding to the downlink message further
comprises: determining whether a state of the bearer link is
available, and when the bearer link is disconnected or a noti-
fication that short message traffic is excess is received and the
bearer type is the CMMP short message bearer, re-transmit-
ting the downlink message after waiting for one retry interval
until the transmission succeeds or an upper limit of retrans-
mission times is exceeded.

The present invention further provides an access module
for implementing concurrent access of multiple bearer pro-
tocols ina M2M platform, which comprises a communication
thread, a distribution processing thread and a node commu-
nication thread, wherein the communication thread is config-
ured to determine a bearer type of an uplink message based on
a SOCKET link attribute of the uplink message sent by a
terminal, and send the uplink message and its bearer type to
the distribution processing thread;

the distribution processing thread is configured to decom-
pose the uplink message based on its bearer type, and transmit
processed service data in a format of an internal message to a
service module of the M2M platform through the node com-
munication thread to perform service processing; and

the node communication thread is configured to implement
node communication with the service module, and establish a
SOCKET internal transmission data connection with the ser-
vice module.

Preferably, the access module further comprises a terminal
connection control thread configured to monitor a state of a
bearer link corresponding to the terminal.

The distribution processing thread is further configured to
query whether the state of the bearer link corresponding to the
terminal is available from the terminal connection control
thread when the downlink message is transmitted to the ter-
minal, and transmit the downlink message if the state of the
bearer link corresponding to the terminal is available.

Preferably, the communication thread is configured to
determine the bearer type of the uplink message using the
following manners: a message transmitted ona SOCKET link
actively connected to a short message gateway is CMPP short
message bearer, a message transmitted by a SOCKET con-
nection received on a TCP interception port is TCP bearer,
and a message received on a UDP interception port is UDP
bearer.

Preferably, the access module further comprises a retrying
and return receipt processing thread.

The distribution processing thread is further configured to,
when a downlink message is sent to the terminal, if the bearer
link is disconnected or a notification that short message traffic
is excess is received and the bearer type is the CMMP short
message bearer, send the downlink message to the retrying
and return receipt processing thread, re-transmit the downlink
message after waiting for one retry interval until the trans-
mission succeeds or an upper limit of retransmission times is
exceeded, and send the downlink message to the retrying and
return receipt processing thread for storing temporarily after
the transmission succeeds.

The present invention further provides a system for imple-
menting concurrent access of multiple bearer protocols in a
M2M platform comprising the above-described access mod-
ule and a service module configured to package datagram
response contents into a downlink message in a format of an
internal message to send to a node communication thread of
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the access module based on the received internal message
after a service processing flow is completed.

Preferably, there is a plurality of service modules. The
distribution processing thread of the access module is config-
ured to distribute the internal message to a specific service
module using the following strategy:

taking a subscript of each service module as an integer;

after obtaining a sum of the last 6 character values of a
terminal serial number in the uplink message and taking a
modulus of the obtained sum and the number of the service
modules, sending the internal message to a service module
whose subscript corresponds to the modulus.

In sum, the embodiment provides a method and system for
implementing and supporting concurrent access of multiple
bearer protocols, unified management of link maintenance,
and unified interface of service engines. Using the method
and system of the embodiment, WMMP concurrent access of
bearer protocols such as CMPP, TCP, and UDP can be imple-
mented and supported simultaneously in a M2M platform,
thereby shielding a coupling relationship between a service
layer and an access layer of the M2M platform, and achieving
distributed deployment of multiple service modules flexibly.
Therefore, the complexity of access modules in the case of
various bearer protocols in the M2M platform is solved, and
the hardware cost and the maintenance cost of the M2M
platform are saved.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a diagram of a WMMP protocol stack structure;

FIG. 2 is a networking diagram of a M2M platform;

FIG. 3 is a schematic diagram of a system for implement-
ing concurrent access of multiple bearer protocols in accor-
dance with an embodiment of the present invention; and

FIG. 4 is a flow chart of a method for implementing con-
current access of multiple bearer protocols in accordance
with an embodiment of the present invention.

PREFERRED EMBODIMENTS OF THE
PRESENT INVENTION

A core concept of the present invention is that a unified
single point access module is used to implement access of
multiple bearer protocols in a M2M platform; functions of a
service module and an access engine are separated, and the
service module processes in a unified way the packaged ser-
vice messages independent of the actual bearer protocols; and
the access module and the service module use a unified pack-
age message transfer mode.

The present invention will be further described in detail in
conjunction with the accompanying figures and particular
embodiments.

As shown in FIG. 2, a M2M platform is externally con-
nected to nodes such as a short message gateway, Gateway
GPRS Support Node (GGSN), and USSD center (USSDC),
etc., and M2M protocol WMMP communicating with a ter-
minal, which is used for transmitting management stream
data between the terminal and the platform and service stream
data between the terminal and an application platform, is on
anunderlying bearer. The WMMP protocol is composed of an
interface protocol (WMMP-T) between a M2M platform and
a M2M terminal and an interface protocol (WMMP-A) of a
M2M platform and a M2M application. The WMMP-T pro-
tocol achieves data communication between the M2M plat-
form and the M2M terminal, and end-to-end data communi-
cation between M2M terminals implemented by means of
forwarding or routing of the M2M platform; while the
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WMMP-A protocol achieves data communication between
the M2M platform and the M2M application, and end-to-end
data communication between the M2M terminal and the
M2M application implemented by means of forwarding or
routing of the M2M platform. The present invention mainly
relates to the WMMP-T protocol, and for the sake of conve-
nient description, all the WMMP protocols in the present
invention refer to the WMMP-T portion, unless otherwise
stated.

As shown in FIG. 3, the system in accordance with the
embodiment of the present invention is mainly comprises an
access module and a service module. The access module of
this embodiment, which is mainly modified, comprises a
communication thread pool.

Since the system is required to maintain one SOCKET link
for each terminal when the UDP/TCP bears a protocol, for
example, when the UDP bears the protocol, the SOCKET in
the UDP mode is required to receive datagram from the ter-
minal and send UDP datagram to the terminal, and when the
TCP bears the protocol, a great deal of SOCKET communi-
cation links are required to be maintained for each terminal.
In order to support parallel receiving and transmitting of
datagram upon concurrent access of a large quantity of ter-
minals, the system establishes one communication thread
pool, wherein each thread is used for maintaining its own
SOCKET connection, completing the receiving and transmit-
ting of a message on the SOCKET layer level, maintaining
states of connection and disconnection of the SOCKET link,
and notifying timely a terminal connection control thread of
connection and disconnection of the link so as to control the
connection state of the terminal.

The management of the link by the communication thread
poor will be described below.

The system establishes M communication threads upon
initialization, while establishing N link state arrays, wherein
N is the maximum number of simultaneous connections sup-
ported by the system. A link group is allocated to a commu-
nication thread for management upon the initialization of the
system, the relationship of the allocated link group managed
by each thread is established, and parallel receiving and trans-
mitting of multi-thread messages are implemented. The fol-
lowing allocation principle is used particularly: each link is
endowed with one of subscripts 1.0, L1, . . ., LN-1, and IDs
T0,T1,. .., TM-1 are allocated to the communication threads
respectively; the link managed by each communication
thread performs an operation for obtaining the remainder of
M through the ID of'the link and determines the communica-
tion thread which manages the link based on the ID of the
tread corresponding to the remainder.

A main role of the communication thread in the present
invention is to maintain the SOCKET communication link. In
addition, particular operations of establishing SOCKET links
are different for different bearer protocols.

(1) SMS bearer way: a M2M platform establishes a client
SOCKET, actively connects a short message gateway, and
transmits the CMPP short message protocol on the SOCKET
connection.

(2) UDP bearer way: a platform establishes SOCKET
interception of the UDP mode, receives UDP datagram of all
terminals, allocates the SOCKET of the UDP to the system
when the UDP datagram is sent to the terminals, and sends the
datagram to the terminals.

(3) TCP bearer way: a platform allocates SOCKET inter-
ception of the TCP mode, waits for connection of a terminal,
and once the terminal initiates the SOCKET connection, the
platform allocates one SOCKET corresponding to the termi-
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6
nal, both establish one link on the TCP protocol and transmit
WMMP datagram on the link.

A terminal connection control thread is mainly configured
to complete control of the terminal connection born on the
TCP/UDP, monitor a state of each link, and close timely the
link required to be closed to ensure reuse of system network
resources. Specifically, a corresponding relationship between
the SOCKET link and a serial number of the specific terminal
is established first. When the first datagram after the terminal
is connected is received, the terminal connection control tread
records the corresponding relationship between the SOCKET
link and the serial number of the terminal, generates a termi-
nal connection state record so as to find the corresponding
bearer type of the terminal and bearer link when the datagram
is sent actively, and sends the datagram to the terminal (where
key information is notified to the terminal connection control
thread for recording after the distribution processing thread
has extracted the key information), and when a notification
that the SOCKET link sent by the communication thread
(through the distribution processing thread) is disconnected is
received, eliminates the corresponding terminal connection
record.

The distribution processing thread is configured to decom-
pose a Mobile Originated/Mobile Terminated (MO/MT)
message of each bearer protocol, fill corresponding control
fields, and package the message into an internal communica-
tion message to send to a service module through a node
communication thread so as to shield a coupling relationship
between a service layer and an access layer. In addition, the
distribution processing thread is required to query whether
the link state of the terminal is available from the terminal
connection control thread after receiving a downlink data-
gram request. As mentioned above, the terminal connection
control thread is responsible for storing, managing and main-
taining the record of the corresponding relationship between
the key information and the terminal.

The node communication thread is configured to imple-
ment node communication with the service module, and
establish a reliable SOCKET internal transmission data con-
nection with the service module. Herein the internal trans-
mission data refers to service data processed by the distribu-
tion processing thread. In addition, the access module is able
to connect with a plurality of service modules through node
communication to implement load sharing of the plurality of
service modules. When there is a plurality of service modules,
the distribution processing thread is required to provide an
indication to a destination node.

Since a MT message of the CMPP protocol is required to
support retrying mechanism, a retrying and return receipt
process thread is also required to store the original message
after receiving a submission short message response
(CMPP_SUBMIT_RESP), and wait for a return receipt, the
functions of which are processed by the retrying and receipt
process thread.

A flow required to be processed by the retrying and receipt
process thread will be described below.

When the distribution processing thread sends a downlink
message of the service module and the bearer mode is short
message, if the link with a short message gateway is discon-
nected instantaneously at the sending moment or the
CMPP_SUBMIT_RESP responded by the short message
gateway notifies the platform that the traffic of the sent short
messages is excess, then the message is required to be trans-
mitted to the retrying and receipt process thread. The message
is resent after one retrying interval until it is sent successfully
or the upper limit of resending times is exceeded. If the
distribution processing thread sends the message success-
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fully, the original message is required to be sent to the retrying
and receipt process thread for storing temporarily. Only after
the short message gateway sends the return receipt message
of'the CMPP to the distribution processing thread, the distri-
bution processing thread transfers the return receipt to the
retrying and receipt process thread, which finds the original
message based on the message ID in the return receipt and
then performs retrying processing (the incorrect return
receipt) or outputs a service telephone bill (the successful
return receipt) according to actual service requirements.

FIG. 4 is a flow chart of a method for implementing con-
current access of multiple bearer protocols in a M2M plat-
form according to an embodiment of the present invention,
which mainly comprises the following steps.

101, A SOCKET link between a terminal and an access
module of a M2M platform is established for bearing a
WMMP message;

102, A communication thread determines the bearer type of
an uplink message based on its SOCKET link attribute after
receiving the uplink message of the terminal, wherein a mes-
sage transmitted on a SOCKET link actively connected to a
short message gateway is CMPP short message bearer, a
message transmitted by a SOCKET connection received on a
TCP interception port is TCP bearer, and a message received
on a UDP interception port is UDP bearer. Key information
such as a remote port of the terminal and an ID of a link (a
subscript of link data corresponding to this datagram trans-
mission) is obtained by the SOCKET connection, and is
forwarded to the distribution processing thread so as to sub-
sequently send the downlink message to the corresponding
terminal based on contents of the key information.

103, The distribution processing thread obtains key infor-
mation of the corresponding bearer protocol after receiving
the message, and forwarding the message to a service module
by a node communication thread of an access module based
on a distribution strategy for multiple service modules after
packaging the message into an internal message.

Additionally, after extracting the key information, the dis-
tribution processing thread will notify a terminal connection
control thread of the key information for recording after this
step by separately sending the message or when the bearer
link state is queried after the downlink datagram is received
(namely step 107), which is not shown in the figure. The
terminal connection control thread is responsible for storing,
managing and maintaining a record of a corresponding rela-
tionship between the key information and the terminal after
receiving the key information.

In this step, the distribution strategy for multiple service
modules may be implemented by obtaining a sum of the last
6 character values of a terminal serial number and taking a
modulus of the obtained sum and the number of the modules
s0 as to send certain datagram of the terminal to the service
module with the corresponding subscript for processing.

For example, after the distribution processing thread
receives the uplink datagram of the terminal, it extracts a
serial number A00100010800FFDO from a datagram header.
The node communication thread connects 3 service modules
in total, subscripts of which are 0, 1, and 2 respectively. The
distribution processing thread sums each character value of a
character string: ‘0’+°0’+F’ +F’ +'D’+°0°=48+48+70+70+
68+48=352, then obtains a modulus of the obtained sum and
the number of the service modules 3, i.e., mod(352,3)=1, and
sends the datagram to a service module with a subscript of 1
for processing.

104, The node communication thread transmits the internal
message to the corresponding service module.
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105, The service module assembles the responded data-
gram message and the key information into a downlink mes-
sage after completing the processing flow of corresponding
services, and sends the downlink datagram to the node com-
munication thread of the access module through the node
communication thread of the service module.

106, The node communication thread of the access module
transmits the downlink datagram to the distribution process-
ing thread.

107, The distribution processing thread sends a request for
querying the link state of the terminal to the terminal connec-
tion control thread.

108, The terminal connection control thread returns a
query response indicating whether the link state of the termi-
nal is available.

109, The distribution processing thread sends the downlink
datagram to the terminal connection control thread in the case
where the current link is available based on the above query
response, and when the current link is unavailable, the down-
link datagram will be processed in other ways.

110, The terminal connection control thread sends the data-
gram to the corresponding terminal based on the record of the
corresponding relationship between the key information and
the terminal.

In the above flow, the key information required to be
obtained by the distribution processing thread is different for
different bearer protocols. Message processing ways for vari-
ous bearer protocols will be further described in detail sepa-
rately.

1. Access Support of the CMMP Short Message

When an access mode is activated, it, as a Service Provider
(SP), establishes a connection to a short message gateway.
Specifically, the access module allocates one idle link upon
initialization, further allocates one client SOCKET, initiates
the connection to the short message gateway, sends a CON-
NECT message of the CMPP protocol after establishing the
SOCKET connection, establishes a short message transmis-
sion channel to the short message gateway after obtaining a
success response message CONNECT RESP of the gateway,
and maintains the short message transmission long link by a
link detection message. The short message link controls the
receiving and transmitting of the message by the correspond-
ing communication threads, and once the link is discon-
nected, a re-connection operation is initiated in a short time.

Information of each short message datagram is required to
be extracted and processed by the distribution processing
thread, and the processing process comprises:

(1) extracting a mobile phone number and a UDHI identi-
fier of the uplink message of the CMPP short message; and

(2) extracting a datagram header of the WMMP message
transmitted in a content field of the uplink message of the
CMMP short message to obtain a serial number of the termi-
nal.

After the extracting and processing of the information, it is
assembled into an internal message format, and the extracted
key information required to be recorded is stored into the
header of the internal message. The key information obtained
in the short message bearer way includes the bearer type,
mobile telephone number, terminal serial number, connection
time, and User Data Header Indicator flag.

The distribution process module assembles the key infor-
mation and the original WMMP datagram into a new internal
message format, and transmits the internal message com-
posed of the key information and the WMMP original data-
gram to the node communication thread, which transmits the
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message to the service module to perform service processing
based on the distribution strategy of multiple service mod-
ules.

The service module assembles the responded datagram
message and the key information into the downlink message
after processing the WMMP datagram according to the pro-
cessing flow of the corresponding services, and transmits the
downlink message to the access module through the node
communication thread of the service module. The access
module knows, from the key information, that the bearer way
of the datagram is the short message, and also obtains the
mobile telephone number of the terminal therefrom, and
sends the message to the short message gateway by the CMPP
protocol, and further arrives at the M2M terminal.

2. Access Support of the UDP

The UDP is a connectionless and unreliable protocol, and
its transmission efficiency is better than that of the TCP. The
communication thread obtains the IP address and port where
a terminal sends the UDP message after receiving a WMMP
protocol packet of the terminal, and sends the IP address and
port to the distribution processing thread together with the
original WMMP datagram. The distribution processing
thread extracts information from the received WMMP proto-
col, and key information required to be recorded includes the
bearer type, remote IP, remote port, connection time, and
terminal serial number.

Roles of the key information are that: a. when the service
module is unable to return the datagram to the terminal, it can
determines duration of the non-activated state of the link by
establishing connection time, and the terminal connection
control thread actively clears away a terminal connection
record corresponding to the terminal to indicate that the
downlink datagram is unable to be actively sent to the termi-
nal by the UDP bearer; b. the access module transmits the
message to the terminal through the remote IP and port after
receiving the returned datagram of the service module, and
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nicate with the terminal after intercepting that the SOCKET
receives a connection request of the terminal, and records the
corresponding SOCKET into one idle link information array.
The WMMP protocol defines a unique terminal serial number
of 16 bytes for each terminal, and each interaction datagram
is required to carry the terminal serial number for authenti-
cation. The terminal connection control thread extracts the
terminal serial number of each connection, and checks
whether the TCP connection with the same serial number
exists at present, and if it exists, the previously established
link is required to be actively closed.

Preferably, each TCP connection state is checked in real-
time. If there is no data transmission in a time period (for
example 5 seconds), the platform may actively close the link
to prevent certain terminals from connecting with the plat-
form even when there is no datagram interaction and wasting
connection resources.

The key information of the TCP connection which is
required to be recorded includes the bearer type, remote IP,
remote port, terminal serial number, link ID, and transmission
data time of last time, etc.

The remote port is obtained by the communication thread
through the SOCKET connection; the link ID is a subscript of
link data recording the datagram transmission of this time;
and the terminal serial number is extracted from the datagram
header of the WMMP datagram content.

The processing of the message by the distribution process-
ing thread will be described now. A new node communication
structure body is established for the received message packet
on each bearer protocol. The structure body stores uniformly
the key information in a plurality of bearer ways, namely one
common structure body is used to store messages of many
types, including message header and message body. The mes-
sage header of node communication in accordance with the
embodiment of the present invention is shown as follows:

typedef struct

INT8

INT®

INT8
INT8

INT32
UINT32
UINT32
UINT32
} T_InMsgHead;

// 1 WMMP-T 2 WMMP-A

//'1 TCP/IP 2 UDP/IP
// 3 SMS(WMMP-T only)
//4 USSD(WMMP-T only)
msisdn[MAX__ADDR_ LEN]; // terminal number, cmpp is valid
ip[IP_ADDRESS_ LEN]; // remote IP, UDP is valid

Protocol__Type;
Bear_ Protocol;

port; // remote port, UDP is valid
linkId; // TCP connection link ID, TCP is valid
udhi; // UDHI flag, short message bearer is valid
time; // link establishing time

closes the link; c. a underlying layer link is actively closed,
notifies the control thread through the link ID, and further
notifies the service module to release terminal resources of
the connection.

3. Access Support of the TCP

The terminal is sometimes required to transmit a lot of
WMMP interaction datagram, and at this point the TCP
bearer protocol with connection is usually used to transmit
the datagram. A method for controlling the TCP connection
will be described below.

Each terminal establishes only one TCP link at the same
moment. Specifically, the M2M platform allocates the
SOCKET of the TCP type when activated, and performs
connection interception on a specific port. The terminal ini-
tiates a connection to the platform through the SOCKET, and
the platform allocates a corresponding SOCKET to commu-
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55

The message body of the node communication uses actual
contents of the received datagram for filling in a unified way.

It can be seen that, by the integration of the key informa-
tion, namely the processing of the key information in different
bearer ways illustrated above, a separation mode where the
link is controlled by the access module and the service infor-
mation is processed by the service module can be imple-
mented such that the single access module can support all the
bearer modes and the M2M platform software architecture
where services are independent of access.

In sum, the method and system in accordance with the
embodiment of the present invention for implementing uni-
fied access of multiple bearer ways and the separation of the
service module and the access in the M2M platform provide
a simple method for supporting multiple service modules for
the M2M platform, which can reduce the construction cost,
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improve the system expansibility, and have significant
economy benefits and social benefits.

It should be understood that although the implementation
of the system is described in detail hereinabove, it is not a
limit to the patent protection scope of the invention, which is
subject to the attached claims.

INDUSTRIAL APPLICABILITY

Comparing with the prior art, the method and system in
accordance with the embodiment of the present invention can
implement WMMP concurrent access of bearer protocols
such as CMPP, TCP, and UDP simultaneously in a M2M
platform, thereby shielding a coupling relationship between a
service layer and an access layer of the M2M platform, and
achieving distributed deployment of multiple service mod-
ules flexibly. Therefore, the complexity of access modules in
the case of various bearer protocols in the M2M platform is
solved, and the hardware cost and the maintenance cost of the
M2M platform are saved.
What is claimed is:
1. A method for implementing concurrent access of mul-
tiple bearer protocols in a M2M platform comprising the
steps of:
after receiving an uplink message of a terminal, an access
module of'a Machine-to-Machine/Man (M2M) platform
determining a bearer type of the uplink message, obtain-
ing corresponding key information of the bearer type,
and packaging the key information and an original data-
gram of the uplink message into an internal message to
send to a service module of the M2M platform; and

after completing a service processing flow based on the
internal message, the service module packaging data-
gram response contents and the key information into a
downlink message to send to the access module, and the
access module sending the downlink message to a ter-
minal corresponding to the downlink message based on
the key information after receiving the downlink mes-
sage;

wherein the key information contains the bearer type, a

terminal serial number and a link ID;

the step of sending the downlink message to the terminal

corresponding to the downlink message comprises:

the access module determining a bearer link corresponding

to the terminal based on a recorded corresponding rela-
tionship between the link ID and the terminal serial
number of the terminal, and sending the downlink mes-
sage to the terminal based on the determined bearer link
and the bearer type in the key information.

2. The method according to claim 1, wherein

the bearer type includes China Mobile Peer to Peer

(CMPP) short message bearer, Transmission Control
Protocol (TCP) bearer, and User Datagram Protocol
(UDP) bearer;

the step of determining the bearer type of the uplink mes-

sage comprises:

the access module determining the bearer type of the

uplink message based on a SOCKET link attribute of the
uplink message: a message transmitted on a SOCKET
link actively connected to a short message gateway is
CMPP short message bearer, a message transmitted by a
SOCKET connection received on a TCP interception
port is TCP bearer, and a message received on a UDP
interception port is UDP bearer.

3. The method according to claim 2, wherein the key infor-
mation further contains connection time or data transmission
time of last time; the method further comprises: if the access

10

20

25

30

35

40

45

50

55

60

65

12

module determines, based on the connection time or the data
transmission time of last time, that duration of a non-activated
state of the bearer link is exceeded or no data transmission
occurs in a time period, actively deleting a record of a corre-
sponding relationship between the terminal and the bearer
link.

4. The method according to claim 2, wherein the step of
sending the downlink message to the terminal corresponding
to the downlink message further comprises: determining
whether a state of the bearer link is available, and when the
bearer link is disconnected or a notification that short mes-
sage traffic is-in excess is received and the bearer type is the
CMMP CMPP short message bearer, re-transmitting the
downlink message after waiting for one retry interval until the
transmission succeeds or an upper limit of retransmission
times is exceeded.

5. The method according to claim 3, wherein the step of
sending the downlink message to the terminal corresponding
to the downlink message further comprises: determining
whether a state of the bearer link is available, and when the
bearer link is disconnected or a notification that short mes-
sage traffic in excess is received and the bearer type is the
CMPP short message bearer, re-transmitting the downlink
message after waiting for one retry interval until the trans-
mission succeeds or an upper limit of retransmission times is
exceeded.

6. The method according to claim 1, wherein when there is
a plurality of the service modules, the step of packaging the
key information and the original datagram of the uplink mes-
sage into the internal message to send to the service module of
the M2M platform comprises:

taking a subscript of each service module as an integer;

after obtaining a sum of the last 6 character values of a
terminal serial number in the uplink message and taking
a modulus of the obtained sum and the number of the
service modules, sending the internal message to a ser-
vice module whose subscript corresponds to the modu-
lus.

7. An access server of a Machine-to-Machine/Man (M2M)
platform, comprising a processor and a non-transitory com-
puter-readable medium in which a set of processor executable
instructions are stored and when the instructions are
executed, it causes the processor to perform following steps
of multiple threads in an access module for implementing
concurrent access of multiple bearer protocols in the M2M
platform, the steps comprising:

a communication thread, determining a bearer type of an
uplink message based on a SOCKET link attribute of the
uplink message sent by a terminal, and sending the
uplink message and its bearer type to a distribution pro-
cessing thread;

the distribution processing thread, decomposing the uplink
message based on its bearer type, and transmitting pro-
cessed service data in a format of an internal message to
a service module of the M2M platform through a node
communication thread to perform service processing;
and

the node communication thread, implementing node com-
munication with the service module, and establishing a
SOCKET internal transmission data connection with the
service module;

wherein the communication thread determining the bearer
type of the uplink message using the following manners:
a message transmitted on a SOCKET link actively con-
nected to a short message gateway is China Mobile Peer
to Peer (CMPP) short message bearer, a message trans-
mitted by a SOCKET connection received on a TCP
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interception port is TCP bearer, and a message received
on a UDP interception port is UDP bearer;

the distribution processing thread, when a downlink mes-

sage is sent to the terminal, if the bearer link is discon-
nected or a notification that short message traffic in
excess is received and the bearer type is CMPP short
message bearer, further sending the downlink message
to a retrying and return receipt processing thread, re-
transmitting the downlink message after waiting for one
retry interval until the transmission succeeds or an upper
limit of retransmission times is exceeded, and sending
the downlink message to the retrying and return receipt
processing thread for storing temporarily after the trans-
mission succeeds.

8. The access server according to claim 7, wherein the
access module further comprises a terminal connection con-
trol thread, monitoring a state of a bearer link corresponding
to the terminal;

the distribution processing thread further querying whether

the state of the bearer link corresponding to the terminal
is available from the terminal connection control thread
when the downlink message is transmitted to the termi-
nal, and transmitting the downlink message if the state of
the bearer link corresponding to the terminal is avail-
able.

9. A system for implementing concurrent access of mul-
tiple bearer protocols in a M2M platform comprising the
access server according to claim 8, wherein the processor
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further performing following step of a service module: pack-
aging datagram response contents into a downlink message in
a format of an internal message to send to the node commu-
nication thread of the access module based on the received
internal message after a service processing flow is completed.
10. A system for implementing concurrent access of mul-
tiple bearer protocols in a M2M platform comprising the
access server according to claim 7, wherein the processor
further performing following step of a service module: pack-
aging datagram response contents into a downlink message in
a format of an internal message to send to the node commu-
nication thread of the access module based on the received
internal message after a service processing flow is completed.
11. The system according to claim 10, wherein there is a
plurality of service modules and the processor further per-
forming steps:
the distribution processing thread of the access module
distributing the internal message to a specific service
module using the following strategy:
taking a subscript of each service module as an integer;
after obtaining a sum of the last 6 character values of a
terminal serial number in the uplink message and taking
a modulus of the obtained sum and the number of the
service modules, sending the internal message to a ser-
vice module whose subscript corresponds to the modu-
lus.



